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Appendix “C-2”

Technical Offer

INSTRUCTIONS TO BIDDERS: The bidder must not alter the format of the table below in any way, other than to remove highlighted text and add hard returns to provide responses. Columns and rows are not to be added or deleted.  The maximum number of words is a guideline, only but should be adhered to where possible. 

	Mandatory Requirements – Pass or Fail
Bidder must provide these details as part of its Technical Offer. 
Bidder’s response(s) will be evaluated on a Pass or Fail basis.

Bidder’s Legal Name: _________________________________________________


	

	M1.

	Bidder must certify and provide documentation in the form of a Service Level Agreement (SLA) to demonstrate how it meets or exceeds CDIC’s requirements as outlined in Schedule “A” (Statement of Work).

	Location where certification statement and supporting documentation can be found in bidder’s Technical Offer:

Page: 
Document Name:
	______MET

______NOT
            MET


	M2.
	Bidder must certify and provide documentation in the form of a SOC 2 Type 2 report AND/OR an ISO27001/27002 Report relevant to the services outlined in the RFP to demonstrate that it operates in accordance with a risk management framework that ensures the efficacy of information security and privacy controls in place and demonstrates: 
(i) Any CDIC data collected by bidder, its personnel or any subcontractors will only be stored in Canada.
(ii) Data at rest resides in Canada only; 
AND
(iii) Data in transit and at rest is encrypted with the latest encryption standards at all times.
 
	Location where certification statement and supporting documentation can be found in bidder’s Technical Offer:

Page: 
Document Name:
	______MET

______NOT
            MET


	M3. 
	The bidder must certify and provide evidence that its proposed solution aligns with ITSG-33 and the Government of Canada Security Standards in the form of a recent Threat and Risk Assessment (TRA) results OR security audit results with evidence of Protected B Medium Integrity Medium Availability (PBMM) Control Profile. 
	Location where certification statement and supporting documentation can be found in bidder’s Technical Offer:

Page: 
Document Name:
	______MET

______NOT
            MET







	[bookmark: _Hlk94689553]
1.  Bidder Information – (Not Rated)

 While no points will be awarded for the following information in this section 1., the bidder should provide these details as part of its Technical Offer.

Bidder’s Legal Name: _________________________________________________


	a) Bidder’s Legal Name:
	[Insert legal name]


	b) Number of years the bidder has been in business, as applicable.

	[(i)Insert years in business in Canada] 

[(ii)Insert years in business outside Canada], as applicable.


	c) Describe the number of employees employed by the bidder (identify the number of full-time, part-time and contract personnel). This should include the number of employees in Canada, and the number of employees outside Canada, as applicable.

	
(Maximum 500 words)




	d)   Does your organization have any immediate plans to move to a new solution within the next year? If yes, please provide details. How would this affect this installation/service?

	
(Maximum 500 words)




	e)  A brief overview and history of the bidder’s company, including any parent companies, subsidiaries, affiliates, and other relevant ownership details, including any acquisitions or divestitures over the last ten (10) years. 

	
(Maximum 500 words) 



	f) Provide the head office and branch locations, specifically identifying the location from which the services will be managed. Bidder should provide a list of physical offices in Canada and a list of physical offices outside of Canada, as applicable.

	 
(Maximum 500 words)













Evaluations of the proposals received shall be based solely on the information contained therein and not on past or present commercial exchanges or interactions between CDIC and the bidders with regards to other services, including other agreements and any incumbent. 

	2.  Rated Requirements – (Maximum Total Points - 100)

Bidders should provide the following information in this section 2. as part of its Technical Offer.

Bidder’s Legal Name: _________________________________________________


	[bookmark: _Hlk80288164]RR 1. Managed Web Services Reference Engagement Projects (Maximum 20 Points) 

Bidder should provide two (2) references providing a Managed Web Service and Content Delivery Network (CDN) and WordPress Development Services completed for external clients, excluding CDIC, similar in scope to that outlined in Schedule “A” (Statement of Work). 

At least one (1) of the reference projects should be for a bilingual or multilingual government site implementation. 

The following should be included, at a minimum, for each reference: 
a) Name of client organization for whom the services were provided.
b) Client organization industry/sector.
c) Demonstrate an understanding of the client’s needs and goals with a brief description of the Managed Web Service and CDN provided, and that WordPress was successfully installed. 
d) A brief description of any issues, mitigation strategies and success factors; and
e) The start and end date (year and month) of the engagement.
In addition, while no points will be awarded for the information indicated below, the bidder should provide for each of the references, at a minimum, the following:

a) Client reference contact information (including name and title of contact, email and telephone number) to whom the bidder reported to for the engagement.

By providing such referenced, bidder is deemed to consent to CDIC contacting those references for the purpose of validating the information provided. This information will be treated as confidential and used only by CDIC to validate the information above, as required.

The reference project should have been completed within three (3) years prior to the Proposal Submission Deadline.

The bidder will be evaluated based on the following criteria: 

a) Relevance of the reference, similarity of scope to CDIC’s needs, as described in Schedule “A” (Statement of Work), and the description of the Managed Web Services and CDN provided.
b) The reference project description shows an understanding of the client’s needs and project goals.
c) The bidder demonstrates that a successful process was in place throughout the reference project. 
d) The bidder describes any issues that arose during the execution of the project and how they were addressed; and
e) WordPress was successfully installed and customized in accordance with the requirements of the client.





	A1. Reference #1 (Maximum 10 Points)

	
	Name of Client:
	

	
	Industry/Sector:
	

	
	Commencement Date:
	[mm/yyyy]

	
	Completion Date:
	[mm/yyyy]

	
	Client Contact Name:
	

	
	Title/Role:
	

	
	E-mail Address:
	

	
	Telephone Number:
	

	
	Relevant Experience:

	The reference should include, at a minimum a brief description of the Managed Web Services and CDN provided; an understanding of the client’s needs and project goals; any issues that arose during the execution of the project and how they were addressed; success factors; and WordPress was successfully installed and customized in accordance with the requirements of the client.

(Maximum 500 words.)


	A2. Reference #2 (Maximum 10 Points)

	
	Name of Client:
	

	
	Industry/Sector:
	

	
	Commencement Date:
	[mm/yyyy]

	
	Completion Date:
	[mm/yyyy]

	
	Client Contact Name:
	

	
	Title/Role:
	

	
	E-mail Address:
	

	
	Telephone Number:
	

	
	Relevant Experience:

	The reference should include, at a minimum a brief description of the Managed Web Services and CDN provided; an understanding of the client’s needs and project goals; any issues that arose during the execution of the project and how they were addressed; success factors; and WordPress was successfully installed and customized in accordance with the requirements of the client. 

(Maximum 500 words.)


	RR 2.  Approach and Methodology to Project Management (Maximum 5 Points)

The bidder should include a detailed description of its proposed processes for implementing the Website into its infrastructure. 

The bidder should provide a workflow diagram and high-level project plan demonstrating how it meets CDICs requirements and the deliverables outlined in Schedule “A” (Statement of Work), including but not limited to its proposed timeline and project milestones. 

The bidder’s response will be evaluated based on the degree to which it addresses and meets CDIC’s requirements as described in Schedule “A” (Statement of Work) in each of the following areas:

a) business requirements gathering 
b) configuration of WordPress CMS to meet CDIC business needs 
c) quality control
d) launch and implementation process; and
e) email, telephone, and/or web-based support, with 24/7 availability in cases of priority emergencies. 

The bidder’s response will be evaluated based on the degree to which it addresses and meets the approach and methodology to project management.


	A2. (Maximum 500 words)




	RR 3. Business Process for Dark Site (Maximum 15 Points)

The bidder should describe and explain its recommended solution, including aspects of security, for allowing CDIC to publish to and make available its Dark Site. 

The bidder should address:
a) keeping Dark Site and authoring content hidden from the public when not in use
b) built-in safeguards to reduce the risk of posting an incorrect iteration of content pages (e.g., drafts) and accidentally exposing the dark site publicly. 
c) the process and typical timelines involved in making the Dark Site accessible to the public, when required by CDIC; and
d) the process and typical timelines involved in testing the dark site functionality and workflows for preparation of Critical Publishing Periods)

The bidder’s response will be evaluated based on the degree to which it addresses and meets CDIC’s requirements as described in Schedule “A” (Statement of Work).


	A3. (Maximum 500 words)




	RR 4. Web Content Management System (WCMS) Functional Requirements (Maximum 10 Points)

The bidder should describe how the proposed solution meets the following Functional Requirements, as outlined in Section 4.1 of Schedule “A” (Statement of Work).

The bidder should specifically address the following requirements:

a) Remote Access 
b) Custom Scripting 
c) Roles 
d) Syndicated Feeds 
e) Multiple Page Drafts & Authoring Environments 
f) Password Protected Files & Pages
g) Version Control & CI/CD 
h) Backup & Restore Functionality; and
i) Promotion of Content to Production 

The bidder’s response will be evaluated based on the degree to which it addresses and meets CDIC’s requirements as described in Schedule “A” (Statement of Work).


	
A4. (Maximum of 500 words.)




	RR 5. Content Management System (CMS) Technical Requirements (Maximum 10 Points)

The bidder should describe how the proposed overall solution meets the CMS Technical Requirements, as outlined in Section 4.2 Functional Requirements of Schedule “A” (Statement of Work).

The bidder should specifically address the following requirements:

a) Initial Configuration 
b) Scalability 
c) Accessibility 
d) Bilingual Support 
e) Website Support & Maintenance 

The bidder’s response will be evaluated based on the degree to which it addresses and meets CDIC’s requirements as described in Schedule “A” (Statement of Work).


	
A5. (Maximum of 500 words.)



	RR 6.  Website Hosting and Environment Requirements (Maximum 10 Points)

The bidder should provide a detailed description of the following:

a) proposed authoring, staging and production environments for the Website (including the Dark Site). The bidder’s description should be technical in nature (hardware, software, load balancing, etc.) 
b) proposed process for the transition of content from authoring to staging and production environments, including expectations of CDIC staff in this process; and
c) meet the requirement for the environments to be secured. The description should include, data residency, physical security of the proposed data center as well as technical details on network and server security to prevent unauthorized access and protect against cyber security threats (i.e., risk management framework, ITSG-33 and Protected B).

The bidder’s response will be evaluated based on the degree to which it addresses and meets CDIC’s requirements as described in Schedule “A” (Statement of Work).


	
A6. (Maximum of 500 words.)




	[bookmark: _Hlk80290204]RR 7. Environmental, Social and Governance– (Maximum Points – 5) 

Bidder should clearly describe its approach to including environmental, social and governance considerations in its operations and in the delivery of Services, by describing, at a minimum, the following elements in its response:

a) Hiring practices in support of diversity, inclusion and equity;
b) Measures taken to identify and remove barriers and increase accessibility for persons with disabilities; and
c) Practices and/or measures taken in support of the environment, including reducing its organization’s carbon footprint and green procurement.

The bidder’s response will be evaluated based on the degree to which it addresses environmental, social and governance considerations.


	
A7. (Maximum of 500 words.)



	RR 8. Service Levels – (Maximum Points – 10) 

The bidder and should demonstrate how its proposed SLA addresses CDIC’s requirements as outlined in Schedule “A” (Statement of Work) including the following at a minimum:

a)	Process and detailed steps to managing and tracking issues, implementing corrective actions, issue escalation, change requests, reporting metrics and Service Level Agreement performance.
b)	managing maintenance and security patches or updates to web hosting infrastructure and associated software 
c)	monitoring the health and state of the bidder’s infrastructure and associated software to support and maintain the website and WordPress CMS, and reporting to CDIC 
d)	performing daily incremental, weekly and monthly back-ups, retention policies; and
e)	website restoration

The bidder’s response will be evaluated based on the degree to which the proposed SLA meets or exceeds CDIC’s requirements.


	
A8. (Maximum of 500 words.)






	RR 9. Technical Specifications – (Maximum Total Points - 15)

The bidder must certify and provide evidence that its proposed solution aligns with the following technical specifications as outlined in Schedule “A” (Statement of Work). 

The bidder’s response will be evaluated based on the degree to which the bidder successfully addresses and meets CDIC’s requirements by indicating the location where certification statement and supporting documentation can be found in bidder’s Technical Offer. 

Where the bidder does not indicate the location of a certification statement and supporting documentation in the Technical Offer, the bidder will receive a score of 0 points.


	Reference to SOW
	Requirement
	YES / NO
	Bidder Response - Proposal Reference 

	Points

	4.2.7
	Continuous Integration / Continuous Deployment: CI/CD pipelines are to be configured and managed by the supplier to automate development workflow.
	
	
	1


	4.3.2
	Availability, Performance and Reliability Requirements: Meet the availability of the Website during standard operations as in Table 1. During Critical Publishing Periods, necessitate the activation of the Dark Site. Provide temporary resources to support the increased traffic and releasing of the Dark Site and subsequent content changes.
	
	
	3

	4.3.3
	Additional Availability and Recovery Requirements: The Authoring, Staging and Production environments are required to be ‘active-active’ in a multi-datacenter-site configuration, or equivalent setup. Meet the minimum recover service levels as in Table 2.
	
	
	2


	4.3.4
	Critical Publishing Periods: The Managed Web Service must provide extended support during time periods where speed of publishing is critical and heightened web traffic is expected.
	
	
	2


	4.3.6
	Content Delivery Network: Content Delivery Network delay (time it takes for changes to be visible to end users) must be configured to support near-instantaneous publishing by CDIC.
	
	
	2


	4.4.2.1
	Disclosure and Audit: The supplier must provide full disclosure of all security issues on shared infrastructure and full disclosure of all incidents which could potentially affect CDIC’s web properties.
	
	
	1


	4.4.2.8
	Software Versions and Patches: WordPress maintenance (plugin, theme, core file updates) at an agreed upon frequency (e.g., weekly). Software packages must be maintained and upgraded when security issues are discovered.
	
	
	3


	4.4.2.10
	Background Checks and Training: The supplier must complete pre-employment screening for any of the supplier resources assigned to supporting the CDIC account and must be provide adequate training to support clients.
	
	
	1






TECHNICAL OFFERS WHICH DO NOT CONTAIN THE REQUESTED DOCUMENTATION MAY BE DEEMED NON-COMPLIANT.
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