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Prequalification Bidding Form
General Information
Canada’s Official Language in which the Bidder will communicate with Canada during any subsequent process:
Bidder Legal Name
Procurement Business Number (PBN)
Contact Name
Bidder Address  
E-Mail Address (Contact person)  
Phone Number (Contact person)
Additional information and certification
Rules of Engagement
Bidders must review and agree to the Rules of Engagement provided in the Challenge Based Solicitation.
Definition of Bidder
The Bidder certifies that they are the originator of all the Public Cloud Services identified in the Pre-qualification bid as defined under the “Definition of Bidder” in Section 2.2 of the CBS.
Part A – Prequalification Mandatory Criteria
Mandatory Criteria 1 – Capacity of the Bidder to sell Commercially Infrastructure-as-a-Service (IaaS) AND Platform-as-a-Service (PaaS).
The Bidder must be a Cloud Service Provider (CSP) with Commercially Available Infrastructure-as-a-Service (IaaS) services AND Native Platform-as-a-Service (PaaS) services. The Bidder should provide the URL currently available to the public listing the Commercially Available IaaS and Native PaaS services of the following categories:
1. To be compliant, the bidder must demonstrate the following services through URLs currently available to the public:
a minimum of 5 Commercially Available IaaS services for each of the categories 1 to 4 evidenced by their publicly viewable product/service list (1a to 1d);a minimum of 3 Commercially Available IaaS services for category 5 evidenced by their publicly viewable product/service list (1e);  anda minimum of 1 Commercially Available IaaS services for each of the categories 6 and 7 evidenced by their publicly viewable product/service list (1f and 1g).* The Bidder must provide a URL currently available to the public which must present direct evidence of the requirement. Please note that Canada will not move past that provided URL in any way.
a. Category 1 – General or Standard Purpose instances that are configurable to balance the amount of compute, memory, and networking resources based on the requirements of applications and workloads. (minimum 5)
1a
Service (instance types) Name
URL currently available to the public
#
b. Category 2 – Compute Optimized instances for applications and workloads that require high computing power using high-performance processors. (minimum 5)
1b
Service (instance types) Name
URL currently available to the public
#
c. Category 3 – Memory Optimized instances for applications and workloads that require fast processing of large data sets in memory. (minimum 5)
1c
Service (instance types) Name
URL currently available to the public
#
d. Category 4 – Specialized instances for applications and workloads that require specific requirements including any of the following sub-categories: (minimum 5)
High-Performance Computing (HPC)Enhanced storage capabilitiesGPU-supported processesMachine learning-based systems
1d
Service (instance types) Name
URL currently available to the public
#
e. Category 5 – Block, Object and File storage capabilities that are scalable. (minimum 3)
1e
Service (instance types) Name
URL currently available to the public
#
f. Category 6 – Cold storage for long term storage of archived data. (minimum 1)
1f
Service (instance types) Name
URL currently available to the public
#
g. Category 7 – High-Performance storage based on Solid-State Drives (SSD) technology. (minimum 1)
1g
Service (instance types) Name
URL currently available to the public
#
2. To be compliant, the bidder must demonstrate a minimum of 4 Commercially Available PaaS services for each of the categories 8 to 13 evidenced by their publicly viewable product/service list (2a to 2f).
* The Bidder must provide a URL currently available to the public which must present direct evidence of the requirement. Please note that Canada will not move past that provided URL in any way.
a. Category 8 – Container services (minimum 4)
2a
Service (instance types) Name
URL currently available to the public
#
b. Category 9 – Developer tools (minimum 4)
2b
Service (instance types) Name
URL currently available to the public
#
c. Category 10 – Database services (minimum 4)
2c
Service (instance types) Name
URL currently available to the public
#
d. Category 11 – Network and security services (minimum 4)
2d
Service (instance types) Name
URL currently available to the public
#
e. Category 12 – Artificial Intelligence (AI) or Machine Learning (ML) (minimum 4)
2e
Service (instance types) Name
URL currently available to the public
#
f. Category 13 – Analytics and Big Data services (minimum 4)
2f
Service (instance types) Name
URL currently available to the public
#
Mandatory Criteria 2 – Capacity of the Bidder to secure Canada’s Data
The Bidder must have the following current, latest version and valid industry certifications and audit reports:
ISO/IEC 27001: Information technology – Security techniques -- Information security management systems – Requirements; ISO/IEC 27017: Information technology – Security techniques -- Code of practice for information security controls based on ISO/IEC 27002: for cloud services; AICPA Service Organization Control (SOC) 2 Type II for a minimum of 3 of the 5 following trust principles:Security;Availability;Processing integrity;Privacy; andConfidentiality* Only certifications issued by an independent third party qualified under AICPA, CPA Canada, or conforming to the ISO/IEC 17020 quality system standard will be accepted.
For each certification and audit reports, the bidder should provide the following evidence to demonstrate compliance :
ISO/IEC 27001
ISO/IEC 27017
AICPA Service Organization  Control (SOC) 2 Type II
Copy of the certification is provided in a separate document
Verification letter or statement confirming the status of the certification is provided in a separate document
Copy of the certification is provided in a separate document
Verification letter or statement confirming the status of the certification is provided in a separate document
Copy of the audit reports is provided in a separate document
Security
Availability
Processing integrity
Privacy
Confidentiality
Part B – Rated Criteria
Rated Criteria 1 – Capacity to satisfy data residency requirements  (maximum 15 points)
The Bidder should have a minimum of two data centres located in a single region in Canada.
The Bidder should provide the physical address or the postal code of two data centres located in a single region in Canada.
By checking this box, the bidder certifies that the proposed DCs are located within a direct distance of 100 km or less.
By checking this box, the bidder confirms that the proposed data centres are physical infrastructure meeting or exceeding the “Data Center Tier III” requirements as per the Uptime Institute’s Tiered Classification System. A DC is part of a region.
Rated Criteria 2 – Capacity of the Bidder's Solution to protect Canada's data  (maximum 12 points)
The Bidder should demonstrate that the Solution has the capability to encrypt data-in-transit and data-at-rest with Communications Security Establishment Canada (CSE) approved cryptography.
1. For Data-in-transit
The Bidder should provide one cryptographic mechanism used to prevent unauthorized disclosure of information and detect changes to information during transmission and provide evidences for the element 1a, 1b and 1c.
1a) Identify if the Cryptographic module has been tested and validated or is undergoing review under the Cryptographic Module Validation Program (CMVP) for compliance to FIPS 140-3: Security Requirements for Cryptographic Modules as per Section 12 of ITSP 40.111
Module Name:
Certificate Number:
Module Name:
Validation Status
1b) Identify one implemented encryption algorithm that satisfies Sections 2 and 3 of ITSP 40.111 and is on one of the table (Tables 1 to 21) of ITSP 40.062
The encryption algorithm implemented is on one of the tables (Tables 1 to 21) under the recommended column in the ITSP.40.062
The encryption algorithm implemented is on one of the tables (Tables 1 to 21) under the sufficient column in the ITSP.40.062
No encryption algorithm implemented in one of the tables under recommended and sufficient columns in the ITSP.40.062
Algorithm Name:
Indicate which table of ITSP.40.062:
1c) Confirm whether Cryptographic algorithm implementations have been tested and validated under the Cryptographic Algorithm Validation Program (CAVP) as per Section 12 of ITSP 40.111
Bidder should provide the validation number:
d. Confirm that any network protocols used to protect data in transit are security configured in accordance with ITSP.40.062
2. For Data-at-rest
The Bidder should provide the cryptographic mechanism used to prevent unauthorized disclosure and modification of the information at rest on information system components storing Canada’s data and provide evidence for the elements 2a and 2b.
2a) Identify if Cryptographic module has been tested and validated or is undergoing review under the Cryptographic Module Validation Program (CMVP) for compliance to FIPS 140-3: Security Requirements for Cryptographic Modules as per Section 12 of ITSP 40.111
Module Name:
Certificate Number:
Module Name:
Validation Status
2b) Confirm whether Cryptographic algorithm implementations have been tested and validated under the Cryptographic Algorithm Validation Program (CAVP) as per Section 12 of ITSP 40.111
Bidder should provide the validation number
Rated Criteria 3 – Experience of the Bidder to provide IaaS and Native PaaS services to large organizations  (maximum 21 points)
The Bidder should demonstrate its experience in providing both IaaS and Native PaaS services to large government organizations or large external* private corporations.
* “external” Refers to organizations or corporations that are not part of the bidder's own corporate structure or its parent organization.* In this criterion "unique services" means a specific element of the commercially and publicly available cloud services catalog. This specifically excludes non-public cloud services including but not limited to private cloud services and data center hosting services.
To demonstrate, the Bidder should provide a list of three clients to whom both IaaS and Native PaaS services were provided. For each client, the following information should be provided:
Add / Delete
Client Business Name
Service Start date
Service End Date
Number of employees  of the client
Number of unique services provided and used by the client
#
Rated Criteria 4 – Capacity of the Bidder to address Canada's needs (maximum 29 points)
The Bidder should demonstrate its capacity to address Canada's needs.
The Bidder should provide the following information to demonstrate its capacity to address Canada's needs for each element listed below:
1. Number of Regions in Canada
2. Number of Regions in the World
3. Number of Data Centres (DC) in Canada
The bidder should provide the city of each DC associated with the region.
Add / Delete
Region
Data Centre (DC)
City
#
4. Total Data Centres deployed and in service in the World
5. Number of internet exchange points in Canada
The bidder should provide the name of the corporations of each internet exchange point providers they are with.
Add / Delete
Name of corporation
Name of corporation
Name of corporation
#
6. Number of internet network peering points globally
7. Internet bandwidth capacity in gigabits per second in Canada
8. Daily average number of physical cores deployed in the Data centres identified in element 3 from February 1, 2024 to February 29, 2024
9. Daily average number of physical cores in use in the Data centres identified in element 3 from February 1, 2024 to February 29, 2024
Percentage of available capacity in terms of physical cores
10. The bidder has documentation that defines latency and performance metrics between their Canadian regions.
11. The bidder offers a Marketplace for 3rd party apps.
On behalf of the bidder, by signing below, I confirm that I have read the entire solicitation, including the documents incorporated by reference into the solicitation, and I certify and agree that :
The bidder is solely responsible for ensuring that its bid submitted on the closing date is accurate, consistent, complete and fully compliant. Canada will not be responsible in any way for failing to identify information demonstrating a criteria during its review of hyperlink.The bidder has read and complies with the obligations of the PSPC Code of Conduct for Procurement. 
11.0.0.20130303.1.892433.887364
Information!
Bidder Legal Name
Procurement Business Number (PBN)
Contact Name
I do not agree with the Rules of Engagement.
The Bidder certifies that they are the originator of all the Public Cloud Services identified in the Pre-qualification bid as defined under the “Definition of Bidder” in Section 2.2 of the CBS.
Mandatory Criteria 1 – Capacity of the Bidder to sell Commercially Available Infrastructure-as-a-Service (IaaS) AND Platform-as-a-Service (PaaS).
1. To be compliant, the bidder must demonstrate the following services through URLs currently available to the public:
a minimum of 5 Commercially Available IaaS services for each of the categories 1 to 4 evidenced by their publicly viewable product/service list (1a to 1d);a minimum of 3 Commercially Available IaaS services for category 5 evidenced by their publicly viewable product/service list (1e); anda minimum of 1 Commercially Available IaaS services for each of the categories 6 and 7 evidenced by their publicly viewable product/service list (1f and 1g).* The Bidder must provide a URL currently available to the public which must present direct evidence of the requirement. Please note that Canada will not move past that provided URL in any way.
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
5
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
5
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
5
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
5
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
f. Category 6 – Cold storage for long term storage of archived data. (minimum 1)
1
Insert service name
Insert URL
1
Insert service name
Insert URL
2. To be compliant, the bidder must demonstrate a minimum of 4 Commercially Available PaaS services for each of the category evidenced by their publicly viewable product/service list (2a to 2f).
* The Bidder must provide a URL currently available to the public which must present direct evidence of the requirement. Please note that Canada will not move past that provided URL in any way.
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
1
Insert service name
Insert URL
2
Insert service name
Insert URL
3
Insert service name
Insert URL
4
Insert service name
Insert URL
Mandatory Criteria 2 – Capacity of the Bidder to secure Canada's Data
The Bidder must have the following current, latest version and valid industry certifications and audit reports:
ISO/IEC 27001: Information technology – Security techniques -- Information security management systems – Requirements;ISO/IEC 27017: Information technology – Security techniques -- Code of practice for information security controls based on ISO/IEC 27002: for cloud services;AICPA Service Organization Control (SOC) 2 Type II for a minimum of 3 of the 5 following trust principles:Security;Availability;Processing integrity;Privacy; andConfidentiality.* Only certifications issued by an independent third party qualified under AICPA, CPA Canada, or conforming to the ISO/IEC 17020 quality system standard will be accepted.
For each certification and audit reports, the bidder should provide the following evidence to demonstrate compliance:
AICPA Service Organization Control (SOC) 2 Type II
Copy of the certification (ISO/IEC 27001) is provided in a separate document
Copy of the certification (ISO/IEC 27017) is provided in a separate document
Copy of the audit report (AICPA Service Organization Control (SOC) 2 Type II) is provided in a separate document
Trust principle: Security
Trust principle: Availability
Trust principle: Processing integrity
Trust principle: Privacy
Trust principle: Confidentiality
Date of Issuance (YYYY-MM-DD)
Expiry Date (YYYY-MM-DD)
Date of Issuance (YYYY-MM-DD)
Expiry Date (YYYY-MM-DD)
Date of Issuance (YYYY-MM-DD)
Expiry Date (YYYY-MM-DD)
Part B – Prequalification Rated Criteria
Rated Criteria 1 – Capacity to satisfy data residency requirements (maximum 15 points)
Bidder's public designation with postal code(s) or address(es)
Insert street address, city, postal code, province
Bidder's public designation of each DC, postal codes, and distance
By checking this box, the bidder confirms that the proposed data center located in Canada is a physical infrastructure meeting or exceeding the “Data Center Tier III” requirements as per the Uptime Institute’s Tiered Classification System.
By checking this box, the bidder confirms that the proposed data centres are physical infrastructures meeting or exceeding the “Data Center Tier III” requirements as per the Uptime Institute’s Tiered Classification System. A DC is part of a region.
Rated Criteria 2 – Capacity of the Bidder's Solution to protect Canada's data (maximum 12 points)
The Bidder should provide one cryptographic mechanism used to prevent unauthorized disclosure of information and detect changes to information during transmission and provide evidence for the elements 1a, 1b and 1c.
Provide details
1a) Identify if the Cryptographic module has been tested and validated or is undergoing review under the Cryptographic Module Validation Program (CMVP) for compliance to FIPS 140-3: Security Requirements for Cryptographic Modules as per Section 12 of ITSP 40.111.
Not CMVP validated
Insert module name here
Insert certificate number here
Insert module name here
Validation Status:
Please select...
Review Pending
In Review
Coordination
Finalization
On hold
0
1
2
3
4
5
1b) Identify one implemented encryption algorithm that satisfies Sections 2 and 3 of ITSP 40.111 and is on one of the table (Tables 1 to 21) of ITSP 40.062.
The encryption algorithm implemented is on one of the tables (Tables 1 to 21) under the recommended column in the ITSP.40.062
The encryption algorithm implemented is on one of the tables (Tables 1 to 21) under the sufficient column in the ITSP.40.062
No encryption algorithm implemented is listed in one of the tables under recommended and sufficient columns in the ITSP.40.062
No encryption algorithm implemented is listed in one of the tables under recommended and sufficient columns in the ITSP.40.062
Insert algorithm name here
Indicate corresponding table of ITSP.40.062:
Insert corresponding table here (tables 1 to 21)
1c) Confirm whether Cryptographic algorithm implementations have been tested and validated under the Cryptographic Algorithm Validation Program (CAVP) as per Section 12 of ITSP 40.111
Insert validation number
Provide details, if applicable...
The Bidder should provide the cryptographic mechanism used to prevent unauthorized disclosure and modification of the information at rest on information system components storing Canada's data and provide evidence for the elements 2a and 2b.
Provide details
2a) Identify if the Cryptographic module has been tested and validated or is undergoing review under the Cryptographic Module Validation Program (CMVP) for compliance to FIPS 140-3: Security Requirements for Cryptographic Modules as per Section 12 of ITSP 40.111.
Not CMVP validated
Insert module name here
Insert certificate number here
Insert module name here
Validation Status:
Please select...
Review Pending
In Review
Coordination
Finalization
On hold
0
1
2
3
4
5
2b) Confirm whether Cryptographic algorithm implementations have been tested and validated under the Cryptographic Algorithm Validation Program (CAVP) as per Section 12 of ITSP 40.111
Bidder should provide the validation number:
Insert validation number
The Bidder should demonstrate its experience in providing both IaaS and Native PaaS services to large government organizations or large external* private corporations.
* “external” Refers to organizations or corporations that are not part of the bidder's own corporate structure or its parent organization.* In this criterion “unique services” means a specific element of the commercially and publicly available cloud services catalog. This specifically excludes non-public cloud services including but not limited to private cloud services and data center hosting services.
To demonstrate its experience, the Bidder should provide a list of three clients to whom both IaaS and Native PaaS services were provided with the following information for each client:
Service Start Date
Service End Date
Number of employees of the client
1
Insert business name
Insert service start date (MM/YYYY)
Insert service end date (MM/YYYY)
Insert number of employees
Insert number of services
1. Number of Regions in Canada
2. Number of Regions in the World
3. Number of Data Centres (DC) in Canada
1
Insert region
Insert data centre name
Insert city
4. Total Data Centres deployed and in service in the World
5. Number of internet exchange points in Canada
1
Insert corporation name
Insert corporation name
Insert corporation name
6. Number of internet exchange points globally
6. Number of internet exchange points globally
7. Internet bandwidth capacity in gigabits per second in Canada
8. Daily average number of physical cores deployed in the Data centres identified in element 3 from February 1, 2024 to February 29, 2024
9. Daily average number of physical cores in use in the Data centres identified in element 3 from February 1, 2024 to February 29, 2024
Percentage of available capacity in terms of physical cores
Provide hyperlink
11. The bidder offers a Martketplace for 3rd party apps.
Provide hyperlink
On behalf of the bidder, by signing below, I confirm that I have read the entire solicitation, including the documents incorporated by reference into the solicitation, and I certify and agree that:
The bidder is solely responsible for ensuring that its bid submitted on the closing date is accurate, consistent, complete and fully compliant. Canada will not be responsible in any way for failing to identify information demonstrating a criteria during its review of hyperlinks; and The bidder has read and complies with the obligations of the PSPC Code of Conduct for Procurement.
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