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SECURITY REQUIREMENTS CHECK us:r (SRCH 
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1. Originating Government Department or Organization I . . 
Ministere ou organisme gouvernemental d'origine Royal Canadian Mounted Police 

2. Branch or Directorate I Direction generale ou Direction 
D Division Training Branch 

3. a) Subcontract Number/ Numero du contrat de sous-traitance 13. b) Name and Address of Subcontractor/ Norn et adresse du sous-traitant 

4. Brief Description of Work/ Breve description du travail 

The contractor will facilitate child forensic interviewing workshops during the fiscal training year on an "As and When Required" basis. The contractor will 
provide up-to-date training on interviewing children in Manitoba. 

5. a) Will the supplier require access to Controlled Goods? 0 No □ Yes 
Le fournisseur aura-t-il acces a des marchandises controlees? Non Qui 

5. b) Will the supplier require access to unclassified military technical data subject to the provisions of the Technical Data Control 0 No □ Yes 
Regulations? Non Qui 
Le fournisseur aura-t-il acces a des donnees techniques militaires non classifiees qui sont assujetties aux dispositions du Reglement 
sur le controle des donnees techniaues? 

~- Indicate the type of access required / lndiquer le type d'acces requis 

6. a) Will the supplier and its employees require access to PROTECTED and/or CLASSIFIED information or assets? 0 No □ Yes 
Le fournisseur ainsi que les employes auront-ils acces a des renseignements ou a des biens PROTEGES eUou CLASSIFIES? Non Qui 
(Specify the level of access using the chart in Question 7. c) 
(Preciser le niveau d'acces en utilisant le tableau aui se trouve a la auestion 7. c) 

6. b) Will the supplier and its employees (e.g. cleaners, maintenance personnel) require access to restricted access areas? No access to 

□ 
No 0Yes 

PROTECTED and/or CLASSIFIED information or assets is permitted. Non Oui 
Le fournisseur et ses employes (p. ex. nettoyeurs, personnel d'entretien) auront-ils acces a des zones d'acces restreintes? L'acces 
a des renseiQnements ou a des biens PROTEGES eUou CLASSIFIES n'est pas autorise. 

6. c) Is this a commercial courier or delivery requirement with no overnight storage? 0 No □Yes 
S'agit-il d'un contrat de messagerie ou de livraison commerciale sans entreposage de nuit? Non Qui 

7. a) Indicate the type of information that the suoolier will be required to access/ lndiquer le type d'information auquel le fournisseur devra avoir acces 

Canada IX7 NATO/OTAN n Foreign / Etranger n 
7. b) Release restrictions/ Restrictions relatives a la diffusion 

No release restrictions 

0 
All NATO countries 

□ 
No release restrictions 

□ Aucune restriction relative Tousles pays de l'OTAN Aucune restriction relative 
a la diffusion a la diffusion 

Not releasable □ A ne pas diffuser 

Restricted to: I Limite a : □ Restricted to: I Limite a : □ Restricted to: I Limite a : □ Specify country(ies): / Preciser le(s) pays : Specify country(ies): / Preciser le(s) pays : Specify country(ies): / Preciser le(s) pays : 

7. c) Level of information I Niveau d'information 
PROTECTED A G NATO UNCLASSIFIED 

□ 
PROTECTED A 

□ PROTEGEA NATO NON CLASSIFIE PROTEGEA 
PROTECTED B 

□ 
NATO RESTRICTED 

□ 
PROTECTED B 

□ PROTEGEB NATO DIFFUSION RESTREINTE PROTEGE B 
PROTECTED C 

□ 
NATO CONFIDENTIAL 

□ 
PROTECTEDC 

□ PROTEGEC NATO CONFIDENTIEL PROTEGE C 
CONFIDENTIAL 

□ 
NATO SECRET 

□ 
CONFIDENTIAL 

□ CONFIDENTIEL NATO SECRET CONFIDENTIEL 
SECRET 

□ 
COSMIC TOP SECRET 

□ 
SECRET 

□ SECRET COSMIC TRES SECRET SECRET 
TOP SECRET 

□ 
TOP SECRET 

□ TRES SECRET TRES SECRET 
TOP SECRET (SIGINT) 

□ 
TOP SECRET (SIGINT) 

□ TRES SECRET (SIGINT) TRES SECRET (SIGINT) 
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L’entrepreneur animera des ateliers sur les entrevues judiciaires avec les enfants au cours de l’année financière de formation, en fonction des besoins. L’entrepreneur fournira 
une formation actualisée sur les entrevues avec les enfants au Manitoba.
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Security Classification / Classification de securite 

PART A (continued) I PARTIE A (suite) 
8. Will the supplier require access to PROTECTED and/or CLASSIFIED COMSEC information or assets? 

Le fournisseur aura-t-il acces a des renseignements ou a des biens COMSEC designes PROTEGES et/ou CLASSIFIES? 
If Yes, indicate the level of sensitivity: 
Dans !'affirmative, indi uer le niveau de sensibilite : 

9. Will the supplier require access to extremely sensitive INFOSEC information or assets? 
Le fournisseur aura-t-il acces a des renseignements ou a des biens INFOSEC de nature extr~mement delicate? 

Short Title(s) of material I Titre(s) abrege(s) du materiel : 
Document Number/ Numero du document : 

PART B - PERSONNEL SUPPLIER / PARTIE B - PERSONNEL FOURNISSEUR 
10. a) Personnel security screening level required/ Niveau de contr0le de la securite du personnel requis 

lv7 No □Ye~ L.:.J Non Ou1 

rx7 No □Yes 
LJ Non Oui 

□ 
RELIABILITY STATUS 

□ 
CONFIDENTIAL □ SECRET 

□ 
□ 

TOP SECRET 
COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET 

□ 
TOP SECRET- SIGINT 

□ TRES SECRET - SIGINT 
NATO CONFIDENTIAL □ NATO SECRET 
NATO CONFIDENTIEL NATO SECRET 

COSMIC TOP SECRET 
COSMIC TRES SECRET 

0 SITE ACCESS 
ACCES AUX EMPLACEMENTS 

Special comments: 
Commentaires speciaux : 

Daytime access to instruct course; RCMP FA-2 with Escort 

NOTE: If multiple levels of screening are identified, a Security Classification Guide must be provided. 
REMARQUE : Si lusieurs niveaux de contr0le de securite sont re uis, un uide de classification de la securite doit ~tre fourni. 

10. b) May unscreened personnel be used for portions of the work? fx7 No □ Yes 
Du personnel sans autorisation securitaire peut-il se voir confier des parties du travail? L.:.J Non Oui 

If Yes, will unscreened personnel be escorted? 
Dans !'affirmative, le personnel en question sera-t-il escorte? 

PART C - SAFEGUARDS SUPPLIER / PARTIE C - MESURES DE PROTECTION FOURNISSEUR 

INFORMATION/ ASSETS / RENSEIGNEMENTS / BIENS 

11 . a) Will the supplier be required to receive and store PROTECTED and/or CLASSIFIED information or assets on its site or 
premises? 
Le fournisseur sera-t-il tenu de recevoir et d'entreposer sur place des renseignements ou des biens PROTEGES et/ou 
CLASSIFIES? 

11. b) Will the supplier be required to safeguard COMSEC information or assets? 
Le fournisseur sera-t-il tenu de proteger des renseignements ou des biens COMSEC? 

PRODUCTION 

11 . c) Will the production (manufacture, and/or repair and/or modification) of PROTECTED and/or CLASSIFIED material or equipment 
occur at the supplier's site or premises? 
Les installations du fournisseur serviront-elles a la production (fabrication et/ou reparation et/ou modification) de materiel PROTEGE 
et/ou CLASSIFIE? 

INFORMATION TECHNOLOGY (IT) MEDIA / SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (Tl) 

11 . d) Will the supplier be required to use its IT systems to electronically process, produce or store PROTECTED and/or CLASSIFIED 
information or data? 
Le fournisseur sera-t-il tenu d'utiliser ses propres systemes informatiques pour traiter, produire ou stocker electroniquement des 
renseignements ou des donnees PROTEGES et/ou CLASSIFIES? 

11 . e) Will there be an electronic link between the supplier's IT systems and the government department or agency? 
Disposera-t-on d'un lien electronique entre le systeme informatique du foumisseur et celui du ministere ou de l'agence 
gouvemementale? 

TBS/SCT 350-103(2004/12) Security Classification / Classification de securite 

□ No □Yes Non Qui 

ivl No □Yes 
L..J Non Oui 

1v7 No □Ye~ L..:J Non Ou1 

1v7 No □Yes 
L..J Non Oui 

lvl No □Ye~ L..J Non Ou1 

r:7 No □Yes 
~ Non Qui 

C dl•I 
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Accès de jour au cours d’instruction; Accès aux installations de la Gendarmerie royale du Canada (GRC) de niveau 2 (AI-2) avec escorte
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PART C - continued I PARTIE C - suite 

Contract Number/ Numero du contrat 

Security Classification / Classification de securite 

For users completing the form manually use the summary chart below to indicate the category(ies) and level(s) of safeguarding required at the supplier's 
site(s) or premises. 
Les utilisateurs qui remplissent le formulaire manuellement doivent utiliser le tableau recapitulatif ci-dessous pour indiquer, pour chaque categorie, les 
niveaux de sauvegarde requis aux installations du fournisseur. 

For users completing the form online (via the Internet), the summary chart is automatically populated by your responses to previous questions. 
Dans le cas des utilisateurs qui remplissent le formulaire en ligne (par Internet), les reponses aux questions precedentes sont automatiquement saisies 
dans le tableau recapitulatif. 

SUMMARY CHART / TABLEAU RECAPITULATIF 

Category PROTECTED CLASSIFIED NATO COMSEC 
Categorie PROTEGE CLASSIFIE 

TOP NATO NATO NATO COSMIC PROTECTED 
A B C CONFIDENTIAL SECRET SECRET RESTRICTED CONFIDENTIAL SECRET TOP PROTEGE 

SECRET 
CONFIDENTIEL TRES NATO NATO COSMIC A B 

SECRET DIFFUSION CONFIDENTIEL TRES 
RESTREINTE SECRET 

Information/ Assets 
RenseiQnements I Biens 
Production 

IT Media/ 
Support Tl 
IT Link / 
Lien electroniaue 

12. a) Is the description of the work contained within this SRCL PROTECTED and/or CLASSIFIED? 
La description du travail vise par la presente LVERS est-elle de nature PROTEGEE eUou CLASSIFIEE? 

If Yes, classify this form by annotating the top and bottom in the area entitled "Security Classification". 
Dans !'affirmative, classifier le present formulaire en indiquant le niveau de securite dans la case intitulee 
« Classification de securite » au haut et au bas du formulaire. 

12. b) Will the documentation attached to this SRCL be PROTECTED and/or CLASSIFIED? 
La documentation associee a la presente L VERS sera-t-elle PROTEGEE eUou CLASSIFIEE? 

C 

CONFIDENTIAL 

CONFIDENTIEL 

If Yes, classify this form by annotating the top and bottom in the area entitled "Security Classification" and indicate with 
attachments (e.g. SECRET with Attachments). 
Dans !'affirmative, classifier le present formulaire en indiquant le niveau de securite dans la case intitulee 
« Classification de securite » au haut et au bas du formulaire et indiquer qu'il y a des pieces jointes (p. ex. SECRET avec 
des pieces jointes). 

SECRET 

r:7No 
~Non 

r:7No 
~Non 

TOP 
SECRET 

TRES 
SECRET 

□Yes 
Qui 

□Yes 
Oui 

TBS/SCT 350-103(2004/12) Security Classification / Classification de securite Canada 
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General Security Requirements 

Description of Work: "D" Division  
 
The contractor will facilitate child forensic interviewing workshops during the fiscal training year on an 
"As and When Required" basis. The contractor will provide up-to-date training on interviewing children 
in Manitoba. 
 
Security Clearance: RCMP Facilities Access Level 2 (FA2) 
 

 
***NWR DSS Internal Use ONLY*** Intake Diary Date for SRCL (Expiry): 2027/09/13 

All contractors employed on this contract must support the RCMP’s security environment by complying 
with the directives described in this document. 

1. All Protected information (hard copy documentation) or other sensitive assets for which the RCMP is 
responsible will be shared with the contractor through pre-approved processes. 

 
2. The information disclosed by the RCMP will be administered, maintained, and disposed of in 

accordance with the Contract.  At minimum the contractor must follow the Policy on Government 
Security. 

 
3. The contractor will promptly notify the RCMP of any unauthorized use or disclosure of the 

information exchanged under this contract and will furnish the RCMP with details of the 
unauthorized use or disclosure. (i.e. loss of sensitive information, accidental or deliberate.)  

 
4. Photography is not permitted.  If photos are required, please contact the Organization Project 

Authority and Departmental Security Section. 
 

5. The use of personal property, e.g. desktop peripherals, communication devices, portable storage 
media such as USB sticks, in conjunction with RCMP technology is prohibited 

 
6. The contractor is not permitted to disclose sensitive information provided by the RCMP, to any sub-

contractors, without those individuals having the proper RCMP security level required to access the 
protected information. 
 

7. The RCMP’s Departmental Security Section (DSS) reserves the right to: 
• conduct inspections of the contractor’s site/premises.  Inspections may be performed prior 

to sensitive information being shared and/or as required (i.e. if the contractor’s work 
location relocates).  The intent of the inspection is to ensure the quality of security 
safeguards. 

• request photographic verification of the security safeguards. Photographs may be requested 
prior to sensitive information being shared and/or as required (i.e. if the contractor’s work 
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location relocates).  The intent of the photographs is to ensure the quality of security 
safeguards.  

• provide guidance on mandatory safeguards (safeguards as specified in this document and 
possibly additional site specific safeguards). 

 
8. To ensure Canada’s sovereign control over its data, all sensitive or protected data under 

government control will be stored on servers that reside in Canada.  Data in transit will be 
appropriately encrypted. 

 
Physical Security 
1. Storage: Protected information/assets must be stored in a container acceptable to the RCMP DSS. 

The container must be located (at minimum) within an “Operations Zone”.  As such, the 
contractor’s facility must have an area/room that meets the following criteria: 
 

Operations Zone 
Definition An area where access is limited to personnel who work there and to properly 

escorted visitors. 
 
Note: The personnel working within the Operational Zone must: 

• possess a valid RCMP Reliability Status (RRS), or  
• be escorted by an individual who possesses a valid RRS 

Perimeter Must be indicated by a recognizable perimeter or a secure perimeter depending 
on project needs.  For example, the controls may be a locked office or suite. 

Monitoring Monitored periodically by authorized employees.  For example, users of the 
space working at the location are able to observe if there has been a breach of 
security. 

 
Note: Refer to Appendix A for more information on the Security Zone concept. 

 
2. Discussions: Where sensitive conversations are anticipated, Operations Zones must have a stand 

off from public spaces or be designed with acoustic speech privacy properties (where the user has a 
reasonable expectation that they will not be overheard).  For example, private room/office and/or 
boardroom. 

 
3. Production: The production (generation and/or modification) of Protected information or assets 

must occur in an area that meets the criteria of an Operations Zone.  
 

4. Destruction: All drafts or misprints (damaged copies and/or left over copies) must be destroyed by 
the contractor. Protected information must be destroyed in accordance with the RCMP’s Security 
Manual. The equipment/system (i.e. shredder) used to destroy sensitive material is rated according 
to the degree of destruction. RCMP approved destruction equipment must be utilized.  

 
Approved levels of destruction for Protected B include: 
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 Residue size must be less than 1 x 14.3 mm (particle cut). 
 

Note:  
 If the contractor is unable to meet the RCMP’s destruction requirements, all sensitive 

information/assets are to be returned to the RCMP for proper destruction.  
 Any sensitive drafts/misprints awaiting disposal must be protected in the agreed upon 

manner until destroyed. 
 

5. Transport/Transmittal: The physical exchange of sensitive information must follow the Contract. 
When a delivery service is used, it must offer proof of mailing, a record while in transit and of 
delivery. 

Transport Transport: to transfer sensitive information and assets from one person or place 
to another by someone with a need to know the information or need to access 
the asset. 

Transmittal Transmit: to transfer sensitive information and assets from one person or place 
to another by someone without a need to know the information or need to 
access the asset. 

Note:  
 For Transport of Protected “B” information (travel to/from neutral locations for meetings 

and/or interviews):  In place of a single envelope, a briefcase or other container of equal or 
greater strength may be used. Double envelope/wrap to protect fragile contents or to keep 
bulky, heavy or large parcels intact. 

 For Transmittal of Protected “B” information (Canada Post or registered courier):  Address in 
a nonspecific manner. Add "To Be Opened Only By" because of the need-to-know or need-
to-access principles when warranted. 

 

IT Security 

Appropriate Control of Protected A and B Information 
 
Transport/Transmittal 

1. If there is a requirement to send RCMP Protected A or Protected B information electronically, it 
must be sent using a FIPS 140-2 compliant portable storage device provided by the RCMP, with 
access restricted to RCMP security cleared contractor personnel only and the RCMP client.  The FIPS 
140-2 compliant portable storage device must be delivered by-hand or shipped by an approved 
courier to the contractor’s location.  Sensitive RCMP information shall not be transmitted to or from 
any external email address.   
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2. The password for the portable storage device is to be provided verbally, either in person or by 
telephone to RCMP security cleared contractor personnel only. 
  

3. IF electronic processing of Protected A or B RCMP information is required, the contractor must 
ensure the information is:  
 encrypted while at rest 
 encrypted while in transit; and 
 access controls are implemented.   

Note:  Advanced Encryption Standard (AES) Algorithm with key lengths of 128, 192 and 256 bits 
is approved for encrypting Protected A and B information. 
 

Mobile Users 

1. Use only RCMP-issued equipment approved for mobile use. 
 

2. Use an approved full-disk encryption method on laptop computers and encrypt sensitive 
information when not in use 
 

3. Remove your credential/authentication token and keep it on your person, when the technology it is 
used with is left unattended. 
 

4. Ensure that the laptop and/or storage media containing sensitive information are stored in an 
authorized security container if the information is not encrypted. See AM ch. XI.3., sec. H 

 
Telephony 

5. All voice communication by any cellular or mobile telephone must be restricted to non-sensitive 
information, unless the phone is specifically accredited and issued for sensitive information. 

6. Use of RCMP supplied smartphones/cellphones are restricted to RCMP employees, authorized 
organizations and their agents working on behalf of the RCMP, and authorized organizations and 
their agents. 

7. RCMP supplied smartphones/cellphones are only authorized to process up to and including 
Protected A information on the corporate workspace side for the purpose of RCMP business. 

 
8. Only RCMP supplied external peripheral devices may be used externally with a RCMP supplied 

smartphone. 

Printing, Scanning, and Photocopying 

9. If electronic RCMP Protected information has to be printed / scanned, the contractor must have 
additional/dedicated computer(s), printer(s)/scanners.   This equipment must not be connected to 
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the local area network nor the Internet.  This computer(s) will require RCMP approved disk drive 
encryption. 

Storing 

10. If required, backup of RCMP Protected A or B information is subject to the same security guidelines 
(encryption and access controls) as is the live information. 
 

11. Electronic records and media devices must be sanitized and/or destroyed according to IT 
Media Sanitization - ITSP.40.006 or subsequent versions, accessible on the Canadian Centre 
for Cyber Security website.  Protected information is to be cleared using the following options: 

 
• Media containing PROTECTED government information can only be re-used after all data 

areas of the media have been alternatively overwritten with any character and its 
complement (e.g. binary 1s then binary 0s) for a minimum of three times. 

• Media containing PROTECTED government information that are not overwritten to the 
satisfaction of the RCMP are to be destroyed in accordance with RCMP approved methods 
(approved metal-destruction facility, incineration, emery wheel or disk sander, dry 
disintegration, pulverizing or smelting).  

  
12. All RCMP supplied storage devices used throughout the duration of this contract must be returned 

to the RCMP immediately upon contract termination.   

Personnel Security Requirements 

RCMP Facility Access, Level I, II, III & IV 

For contractors who only require access to an RCMP facility and will not have access to 
protected or classified information, systems, assets and facilities. In this scenario, the RCMP 
wishes to conduct local law enforcement checks only. For PWGSC procurement purposes, this should be 
identified in the contractual documents.  
 
Contractor personnel must submit to local law enforcement verification by the RCMP, prior to 
admittance to the facility or site. The RCMP reserves the right to deny access to any facility or site or part 
thereof to any contractor personnel, at any time. 

When the RCMP requires Facility Access Level 1 or 2; the successful Bidder, Contractor will submit the 
following to the RCMP: 

1. Form TBS 330-23  
2. Copy of Government issued, signature bearing photo Identification (Front and Back) 

 

 

https://cyber.gc.ca/en/guidance
https://cyber.gc.ca/en/guidance
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When the RCMP requires Facility Access Level 3 or 4; the successful Bidder, Contractor will submit the 
following to the RCMP: 

1. Form TBS 330-23 
2. Form TBS 330-60 
3. Copy of Government issued, signature bearing photo Identification (Front and Back) 
4. Two sets of fingerprints 

The RCMP: 

1. Will conduct local law enforcement checks. 
2. is responsible for escorting requirements on its facilities or sites 
3. Does not require organizational or personnel security clearances for suppliers and/or 

contractors providing services. 
4. Will complete the PWGSC Requisition Form 9200 to indicate the security requirement 

with no SRCL. 

RCMP Reliability Status (RRS), Secret or Top Secret Clearance 

For contractors who require access to RCMP protected information, systems, assets and/or 
facilities. In this scenario, the RCMP wishes to conduct all checks required for obtaining an RRS. For 
PWGSC procurement purposes, this should be identified in the contractual documents.  
 
Contractor personnel must submit to verification by the RCMP, prior to being granted access to Protected 
or Classified information, systems, assets and/or facilities. The RCMP reserves the right to deny access to 
any of the above to any contractor personnel, at any time. 

When the RCMP identifies a requirement for RRS or a security clearance; the successful Bidder, 
Contractor will submit the following to the RCMP: 

1. Form TBS 330-23  
2. Form TBS 330-60 
3. Form 1020-1 (Security Interview) 
4. Two pieces of Government issued, signature bearing, photo identification (Birth 

Certificate and Driver’s licence) 
5. Two sets of fingerprints 
6. Working Visa (where applicable) 
7. Two passport photographs 

 
The RCMP: 

1. will conduct personnel security screening checks above the Policy on Government 
Security requirements 

2. is responsible for escorting requirements on its facilities or sites 
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3. will security screen any Key Senior Officials (KSOs) identified by CISD (requirement for 
Classified information) 
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Appendix A – Security Zone Concept 

The Government Security Policy (Section 10.8 - Access Limitations) stipulates that “departments must limit access 
to classified and protected information and other assets to those individuals who have a need to know the 
information and who have the appropriate security screening level”. 
 
The Operational Security Standard on Physical Security (Section 6.2 - Hierarchy of Zones) states that “departments 
must ensure that access to and safeguards for protected and classified assets are based on a clearly discernable 
hierarchy of zones”. 

 
Public Zone is where the public has unimpeded access and generally surrounds or forms part of a government 
facility. Examples: the grounds surrounding a building, or public corridors and elevator lobbies in multiple 
occupancy buildings. 
 
Reception Zone is where the transition from a public zone to a restricted-access area is demarcated and 
controlled. It is typically located at the entry to the facility where initial contact between visitors and the 
department occurs; this can include such spaces as places where services are provided and information is 
exchanged. Access by visitors may be limited to specific times of the day or for specific reasons. 
 
Operations Zone is an area where access is limited to personnel who work there and to properly-escorted visitors; 
it must be indicated by a recognizable perimeter and monitored periodically. Examples: typical open office space, 
or typical electrical room. 
 
Security Zone is an area to which access is limited to authorized personnel and to authorized and properly-
escorted visitors; it must be indicated by a recognizable perimeter and monitored continuously, i.e., 24 hours a day 
and 7 days a week. Example: an area where secret information is processed or stored. 
 
High Security Zone is an area to which access is limited to authorized, appropriately-screened personnel and 
authorized and properly-escorted visitors; it must be indicated by a perimeter built to the specifications 
recommended in the TRA, monitored continuously, i.e., 24 hours a day and 7 days a week and be an area to which 
details of access are recorded and audited. Example: an area where high-value assets are handled by selected 
personnel. 
 
Access to the zones should be based on the concept of "need to know" and restricting access to protect employees 
and valuable assets. Refer to RCMP Guide G1-026, Guide to the Application of Physical Security Zones for more 
detailed information. 

http://www.rcmp-grc.gc.ca/physec-secmat/pubs/g1-026-eng.htm



